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Abstract: IoT is a very fast-growing technology. IoT can be defined as interconnected small smart devices linked over the Internet to
communicate with each other to perform meaningful action.There are major concerns regarding the security of data being produced from
millions of devices in the IoT system. Different security concerns in various IoT system tiers have been covered in this study. IoT security
concerns can be reduced by using Blockchain Technology, which is a decentralized distributed ledger with several Blockchain potentials,
including persistence, transparency, verifiability, encryption, and operationaly strong The paper reviews whether they make a good
fit along with certain challenges of Blockchain that should be examined while integrating it with IoT for resolving various security issues.

Keywords: IoT (Internet of Things) , Blockchain, Security, Ethereum, Integration

1. INTRODUCTION

The main aim of this study is to provide an overview of
Blockchain potentials that can address and reduce various
security concerns present in the IoT system. In this paper,
different use cases in IoT like firmware updates, Device
management and monitoring, PKI infrastructure for IoT,
different frameworks and architectures for integration with
IoT using Blockchain has been examined concerning the
IoT system’s security features.

The number of physical devices being connected to
the internet is increasing quickly. According to [1], there
will be 8.4 billion connected devices worldwide in 2020
and a projected increase to 20.4 billion by 2022 [1]. By
2022, this figure is projected to increase to 20.4 billion.
IoT applications are being used more often all around the
world. Western Europe, North America, and China are the
primary regions driving this. Machine-to-machine (M2M)
connections will increase from 5.6 billion in 2016 to 27
billion in 2024. According to the rise in numbers alone,
IoT is one of the main rising markets that could act as
a foundation of the expanding digital economy. According
to [2], the IoT market is predicted to expand in terms of
revenue from $892 billion in 2018 to $4 trillion by 2025.
Due to lot of data created from numerous [oT devices in
the ToT Ecosystem, there are security and privacy risks
with this wide range of IoT applications. IoT security is
primarily concerned with dangers or challenges related to
privacy, authentication, confidentiality, integrity, accessibil-
ity, single point of failure, and other areas. IoT systems
are vulnerable to a variety of cyber threats as a result of
all these problems. Deployed IoT applications have been

impacted by noteworthy security and privacy breaches on
a global scale. According to estimates from [3], infecting
over 2.5 million devices linked to the Internet, the Mirai
attack in the year 2016 started a distributed denial of
service (DDoS) campaign.loT devices’ low security and
inexpensive electricity make them a doorway for adversaries
to enter household and commercial networks, giving them
simple access to user data. The Internet of Goods is
expanding beyond only physical goods and objects. The
successful implantation of IoT devices into human bodies
to track the health of various organs has been attempted on
several occasions, according to [4]. Attackers may target
such devices to manipulate data or trace down a specific
person’s whereabouts. There are several layers in any IoT
system, but with security concerns in mind, there are four
key layers. The perceptual layer is the top layer, and it is
responsible for physically using sensor devices to sense data
from the environment around us. The network layer receives
the sensed or gathered data before processing it further and
taking action that is useful across many cloud services with
remote or local storage. With the use of numerous APIs
and middleware technologies, the third layer, known as the
support layer, serves as a bridge between the network and
application layers to facilitate easy communication between
them. The application layer, which deals with users’ needs
to access various services using IoT devices, is the final
layer.

Blockchain is a secure, distributed, unchangeable, and
open source ledger that records different transactions on a
peer-to-peer network. Blockchain transaction is shared on
the public ledger and is actively verified and validated by the
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majority of miner nodes. In Bitcoin , miners audit a block
by calculating a hash using the first few digits of the value
set as the target difficulty. Block data cannot be deleted or
changed once transactions have been validated and verified
by consensus. The various security risks that Blockchain
can address include those related to non-repudiation, con-
fidentiality, availability, integrity and access control of IoT
systems.

Paper structure is as follows. In Section II we exam-
ine the concept of IoT with its architecture composed of
different layers. In Subsection B of Section II, Security
requirements in IoT have been discussed with its layered
architecture. Layer wise security issues in IoT systems
have been listed out according to security architecture.
In Section III we introduce Blockchain with its block
structure and defining different terminologies with various
potentials of Blockchain which can help to mitigate various
security issues or threats in IoT systems providing several
solutions for the same. Some challenges of Blockchain in
incorporating with IoT systems for security issues have
also been drafted. Finally, in Section IV & V we inscribe
open issues and research gaps or challenges in integrating
Blockchain Technology for mitigating various IoT security
issues for research scholars and furnishing our conclusion
in Section VL

2. InTERNET OF THINGS (IoT)

IoT can be defined in simple terms as a network of
manmade objects or devices capable of transferring data
through the Internet and acting intelligently. The Internet of
Things (IoT) also refers to the meaningful action that is trig-
gered subsequently after an exchange of analyzed data. For
example, smartwatches give alerts on notifications received
from smartphones, smart bands keep measuring heartbeats,
Sensor to measure temperature etc. IoT applications exam-
ples are Smart home, Health Care, Smart Cities, Wearables,
Industrial Automation, Energy Management (Smart meter)
etc.

The IoT includes all the things from the body sensor
to the components of cloud computing. It is also intercon-
nected with major types of networks such as distributed,
grid, ubiquitous etc. IoT has been covering all over the
world of IT from manual analysis action to automatic
decision-making action or things without human interven-
tion, for example, adjusting air conditioner temperature ac-
cording to our body/room temperature, remotely controlling
electrical appliances, remotely accessing CCTV footage etc.
Sensors are core components for generating as well as
collecting data, which can lead to certain meaningful actions
being performed. The data collected from different types of
sensors for particular actions are private information and
need to be secured.

Vast growth of IoT devices makes them appealing
targets of various cyber-attacks. IoT devices become more
vulnerable to threats as they generate massive data with
specific constraints which can lead to processing over-

APPLICATION LAYER

USER EXPERIENCE CoAP, MQTT, HTTP, FTP, SSH,SFTP,

LAYER AMQP, DDS, XML, XMPP,JSON, CBOR
SESSION LAYER
‘ RF LAYER UDP, DTLS, TLS
‘ HARDWARE IPV6/IP routing protocols,
INTERFACE LAYER 6LOWPAN, RPL
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Figure 1. IoT Architecture

head and also a single point of failure in the case of
centralized architecture. Also, Wireless Sensor Networks
(WSNs), Cyber-Physical Systems (CPS) or Machine-to-
Machine (M2M) are evolved as integral parts of IoT. Hence,
security issues in WSNs, CPS or M2M continue to grow
in context with IoT. Entire IoT architecture with different
layers must be secured from various types of vulnerabilities
or attacks which may obstruct different services provided by
IoT as well as may threaten the privacy, confidentiality and
integrity of data. In recent years, there have been enormous
efforts to manage security issues in IoT.

A. IoT Architecture

IoT has an architecture clearly defined in the form of
different layers. The Open System Interconnection (OSI)
model specifies networking architecture to implement pro-
tocols in seven layers from Layer 1 as the physical layer
to Layer 7 as the application layer. Each layer has clearly
defined protocols with proper hardware/software working
from that succeeding layer [1]. The same is the scenario
with IoT. Seven Layers have been identified in IoT Archi-
tecture as shown in Figure 1

Application Layer

It deals with different applications, which are built as
well as operate with the support of the rest of the layers. The
applications can vary in the range from simple automation
to smart city. Other examples of applications are smart
meters, smart homes, smart parking, smart retail, smart
agriculture, etc.

User Experience Layer

This layer is fully concerned with the end user experi-
ence especially rich UI (User Interface) features and design
which provides the best experience while using the different
services/ systems or products. Object oriented programming
languages, scripting languages, and other different analyti-
cal tools, etc.
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Session/Message Layer

Session management is more important in IoT as it is
general networking that is being directed by the OSI layer.
Some protocols such as CoAP, MQTT, HTTP, FTP, SSH,
and SFTP are used to oversee how messages (data) are
broadcasted to the cloud server or gateway server.

RF Layer

The RF layer plays an important role in the communi-
cation channel (short or long range). Protocols that can be
used for communication as well as for the transport of data
based on RF are Wi-Fi, NFC, RFID, LTE, Bluetooth, etc.

Hardware Interface Layer

This layer majorly concerns about the flawless commu-
nication between all things in IoT. Different components and
communication standards like CAN, RS232, Serial/ Parallel
Standards, SPI, SCI, FC, etc. occupy this layer.

Processing and Control Action Layer

This layer contains core components for IoT. Micro-
controllers or processors are present in this layer. Different
development kits are available in the market such as Ar-
duino, NodeMCU, PIC, and ARM development boards to
do processing of data collected from the sensor layer and
determine whether the data is meaningful or not.

Physical or Sensor Layer

This layer is composed of hardware or physical compo-
nents which includes different sensors. Different sensors like
temperature sensors, pressure sensors, humidity sensors, etc.
as well as other components like industrial automation,
PLC, actuator, etc. are used to collect data by sensing.

B. Security in IoT

In any digital technology, a prime concern is the security
of data or information and IoT is no exception. A Big chal-
lenge here is security and privacy of data being generated
and processed for meaningful action over the Internet with
the help of mobile or broadband networks, Bluetooth sensor
networks and so on.

There are different IoT security aspects or perspectives,
which are being briefed in further discussion.
Microcontroller unit in the IoT system has firmware
that can be used to enhance services and overcome security
threats by updating them [2]. More secure channels can
be used for pairing stages of [oT devices by limiting
access and use of public networks. An appropriate and
secure protocol should be used for binding user and IoT
devices. User authentication is required whenever the
controller wants to link the port in a private or local
network or needs to give commands to control things in
an IoT network. Sometimes cloud services are used or
required for authentication, whenever the controller is on a
public network in an IoT system. Abnormal behavior can
be notified to the users as well as big data analytics can
be processed in the cloud on specific data that is being

collected through the different devices in the IoT system
over the cloud. The basic IoT security and privacy aspects
are data, software, hardware, OS/firmware and networking.

1) Security Architecture of loT

It is shown in Table I. The main four layers deal with
various applications and security threats which are being
defined and discussed in detail as followed in a further
section.

Perceptual layer or sensor layer is the most basic layer
which will just collect the data or information like properties
of things or objects, environmental conditions etc. from the
different IoT devices using the sensor or physical equipment
like RFID reader, GPS or all kinds of sensors, etc.

Network layer is responsible for broadcasting and com-
municating different information and data over the different
channels in the different networks like mobile communi-
cation network, wireless network, satellite network, etc. as
well as handling the data that is being collected through the
different sensors from the previous layer.

Support layer will construct a dependable platform for
the application layer. Data processing, data mining, feed-
back and intelligent handling are being done for meaningful
actions to be performed. It acts as a bridge between the
application layer and the network layer.

Application layer provides personalized services as
per the user’s requirements and needs. It helps to access
the different IoT devices through different interfaces like
computer systems, mobile phones, televisions and other
such smart devices.

2) IoT Security Requirements

For secure implementation of IoT systems different
parameters as well as mechanisms has to be taken into
consideration across different layers as shown below:

Perceptual Layer

Any illegal access can be prevented using authentication,
which is very essential. Data confidentiality should also
be taken care of during the transmission between different
devices or nodes. Different cryptographic techniques can
also be used for securing the data which may lead to more
resource consumption. Lightweight encryption techniques
having cryptographic protocol and algorithms help to re-
solve this issue.

Network Layer

Access control as well as the availability of the different
services and data over the various types of networks should
be a major consideration. Data integrity and confidentiality
have to be established on a priority basis as it has to be
transmitted over the network. Distributed denial of service
attack in the network is a serious focus in the IoT domain.
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TABLE I. IoT Security Architecture

Layer Name Various Applications

Security Threats

Smart Home, Smart meter, Smart

Application Layer healthcgrq, Smart transgortation‘, Smart
buildings, Smart grid security,

Environmental monitoring security

Data Breaches, Illegal Interruption Attacks, HTTP Flood
Attack, Malware Code Injection Attacks, Repudiation
Attack,Sniffing Attacks, SQL Injection Attack,Access

Control Attacks

Support Layer API, Web services Data center, Cloud

SQL Injection Attack, MITM (Man-in-the-Middle Attack),
Signature encasing Attack, Flood Attack, Cloud Malware
Injection

Transmission, GPRS, Internet, Wi-Fi,

Network Layer >
Routing

Routing low power & lossy network routing attack, Sybil
attacks, duplication, attack, Phishing Site Attack, Routing
Attacks, Data Transit Attacks, Insecure neighbor
discovery,Access Attack,DDoS/DoS Attack

RFID, WSN security, Temperature sensor,
Actuator, ultrasonic sensor, smart smoke
detection sensor and others

Perceptual or Sensor
Layer

Insecure initialization, Malware Code Injection
Attack,Jamming adversaries, False Data Injection
Attack,Eavesdropping and Interference, Booting Attacks,
Capture Node, Sleep Deprivation Attacks,Side-Channel
Attacks

Support Layer

Cloud as well as Edge Computing falls in this layer for
multi-platform computation of data. Different cryptographic
techniques are being used to secure the data. Availability as
well as single point of failure should be considered in this
layer.

Application Layer

It provides different services to the end users in an IoT
system as per requirements. Specific issues in this layer
such as data confidentiality, data integrity, data breaches
and data privacy issues are there. Security concerns in
this layer vary according to the distinct applications being
used.

C. Security Challenges in loT

Each one of these layers in IoT is dealing with various
technologies that lead to a number of security issues
and threats as shown in Figure 2. Here various security
issues and threats are focused on different layers of IoT
architecture that are discussed as follows:

1) Perceptual or Sensor layer security issues

Physical actuators are mostly the responsibility of the
perceptual layer. Sensors capture the movement of the
surrounding when they are fitted. [S]-[7]. Actuators carry
outs meaningful actions on the physical system according
to the data sensed by the sensor. Major security issues
or threats that can affect the perceptual layer are as follows:

Capture Node: IoT applications contain a lot of low power
nodes like sensors and actuators, are included in IoT
systems and applications. In this attack adversaries
replace original node to malicious node which com-
promises security of IoT systems [8].

Malware Code Injection Attack: During the process of
remote firmware update malicious code is inserted by
an attacker in the memory of IoT devices. With the
help of such malicious code attacker may try to control
the [oT system and can lead to perform some malicious
or unintended activity.

False Data Injection Attack: In this attack incorrect or
false data is inserted in the IoT system which may
create false data with malfunctioning of the IoT appli-
cation. This method can result into DDoS attack.

Side-Channel Attacks: This kind of assault is brought
on by excessive power utilization, attacks based on
laser, timing, or electromagnetic, all of which have the
potential to expose sensitive personal information.

Eavesdropping and Interference: According to [9], IoT
applications frequently comprise of numerous nodes
placed in open spaces. During the data being trans-
mitted or authenticated, attackers may eavesdrop and
intercept it.

Sleep Deprivation Attacks: By deploying malicious code
to perform endless loops or by boosting the power con-
sumption of edge devices leading to battery drainage.
A Denial of Services attack on the IoT system may
result from this.

Booting Attacks: Because the booting process’s built-in
security is not activated, IoT devices are susceptible to
a variety of assaults. Considering this as an advantage,
attacker can restart the node.

Jamming Adversaries: This kind of attack targets net-
work failure by sending out jamming signals utilizing
various frequency signals without adhering to a pre-
defined protocol [10], [11]. The Node failure in the
IoT system has a significant influence on the network
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Figure 2. IoT Security Issues

as well as on the transmission of data by various Phishing Attack: Every time a user accesses a website

authorized nodes. on the internet, an attack of this kind takes place.
L o ] When user credentials are stolen, the entire Internet
Insecure Initialization: The initialization of devices at the of Things system becomes open to numerous cyber
physical le}yer demonstrat.es. proper system behavior attacks. According to [16], the network layer is ex-

and operation. [12], [13], it is necessary to implement tremely susceptible to these attacks.

a safe system for the same without infringing user
privacy or interfering with network functions. To work ~ Advanced persistent threat Attack: it is the same as ac-

better, unauthorized access at the perceptual layer must cess assault. Here attacker gains unauthorized access

be stopped. and can steal vital data rather than harming the

network. Due to constant transmission of vital data

Spoofing and Sybil attacks: Such an attack is the work of between applications of IoT, it makes them extremely
malicious Sybil nodes. To exhaust network resources, susceptible to such assaults [17].

they exploit false identities while disguising random

forgeries of MAC values from various devices [14], DDoS/DoS Attack: It involves the attacker bombarding
[15]. This could prevent the genuine nodes from get- intended servers with a high volume of unsolicited
ting access to resources. requests. As a result, the target servers are unable
to offer different services to actual users. With the
use of several sources, attacker overwhelms the target
server is called as a distributed denial of service. By
sending repeated requests to the incorrectly configured
devices of IoT, the Mirai botnet assault took use of

2) Network layer security threats:

The data collected from the sensing layer is sent for
processing to the computing. The major security issues are
as follows:

https://journal.uob.edu.bh/
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this vulnerability and blocked a many services [18].

Data Transit Attacks: Data processing and data storage
are both included in IoT systems. Important data is
more susceptible to cyber attacks when it is in transit
or stored locally and in the cloud. Since, a lot of data
movement between sensors, actuators, the cloud, etc.
in applications of 10T, data breaches are more likely
to occur.

Routing Attacks: In an IoT system, compromised nodes
may attempt to change the routing pathways during
the transmission of data in the network in this attack.
A specific type of routing attack known as a sinkhole
invites nodes to routing traffic via it by advertising
a fictitious shortest path [19], [20]. Another assault
that, when coupled with others like sinkhole attacks,
might cause a serious security. A warm hole is a remote
link between two nodes that allows for quick packet
transfers. An warm hole can be established between a
compromised node and a internet-connected device by
an attacker [21]-[23].

Duplication attacks: IPv6 packets must be fragmented by
devices that conform to the IEEE 802.15.4 standard,
which is characterized by a small frame size. Re
configuring the fragment fields of packets could lead to
resource depletion, buffer overloads and device reboots
in layer 6LoWPAN, according to [24]. According to
[25], malicious nodes transmits matched fragments
obstruct packet rebuilding and the process of other
packets gets declined.

Insecure neighbor Detection: in IoT architecture, each
device consists of a unique network identifier. The
transmission of identification messages must be safe
to ensure that the information transmitted to a device
in an end to end connection is received at its intended
destination. The neighbor discovery phase is a series of
tasks, e.g. finding the router and resolving the address
before data transmission [26]. If the neighbor discovery
packets do not have adequate verification, their use
may lead to serious consequences such as denial of
service.

Reserved Buffer attack: This can be exploited by an at-
tacker by delivering incomplete packets because the
receiving node needs to set up buffer space to reassem-
ble the incoming packets [25]. Since the space is not
available can lead to denial-of-service by dropping the
fragment packets.

Routing Low power & Lossy Network attack : The
IPv6 Routing Protocol for Low-Power and Lossy
Networks (RPL) is susceptible to several assaults
that are launched by infected network nodes [27].
The attack might cause resource exhaustion and
eavesdropping.

Sybil attacks: Sybil nodes in the network communicate
using the false identities to do damage like conducting
phishing attacks, spreading malware, or sending spam
[28], [29]. This node can be used to degrade network
performance and breach data privacy.

3) Support layer security threats

The support layer’s function in the Internet of Things
is to serve as a link between the network layer and the
application layer. Bandyopadhyay.et.al [30] mentions that
the support layer can also provide strong processing and
storage Potential. This layer offers API interfaces to meet
the needs of the application layer. A stable and resilient
IoT application needs a support layer, but this layer is also
vulnerable to numerous assaults. This assaults can seize
the whole IoT Programme by compromising middleware.
Other important security challenges in the support layer are
database security and cloud security.

The application layer and the network layer are con-
nected by the support layer in IoT to become a bridge
between. The support layer can also offers storage and
strong computing. The application layer API interfaces are
provided by this layer. The support layer plays an essential
role in providing an efficient and reliable IoT application,
but it is also vulnerable to different attacks. By infecting the
middleware, these attacks can control the entire Internet of
Things application. Another major security problem in the
support layer is cloud security and data protection. Various
threats in the support layer are as follows:

MITM (Man-in-the-Middle Attack) : The MQTT bro-
ker, which essentially serves as a proxy, facilitates
communication between clients and subscribers utiliz-
ing the publish-subscribe mechanism. Using a MQTT
broker,the publisher and subscriber can be kept apart
from one another and communicate without even
knowing the destination. If the attacker takes over
the broker and acts as a man in the middle, he can
completely control all communications without the
client’s knowledge.

SQL Injection Attack : Additionally vulnerable to SQL
Injection (SQLi) attacks is middleware. Attackers can
insert dangerous SQL statements into a program using
this technique [31], [32]. Then he can then gain control
to fetch any user’s private data and even modify infor-
mation in the database [33] as an example. OWASP’s
Open Web Applications Security Project describes
SQLi as one of the serious threats to web security in
its top 10 2018 paper. [34].

Signature Encasing Attack : Different XML signatures
are utilized in web services [35]. The attacker is capa-
ble of executing commands or modifying intercepted
messages through a signature encasing attack, which
breaks the encryption algorithm [36].
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Cloud Malware Injection : The attacker has three options
in this attack: take over, inject infectious code, or
introduce a virtual machine into the cloud. The at-
tacker will pretend to be a legitimate service when
attempting to create an instance of the virtual machine
or malicious services module. In this way, a hacker
could gain access to a victim’s requests for service by
collecting information that can be adjusted according
to the situation.

Flood Attack : This attack degrades the functions and
quality of service (QoS) nearly identically to a DoS
attack in the cloud. Attackers continue to request a
service multiple times so that they can increase the
demand for cloud servers to drain their resources.

4) Application Layer security threats:

End consumers receive services directly from the ap-
plication layer. The layers contain applications based on
the Internet of Things, like Intelligent Households, Smart
Cities, and Smart Grids. There are two specific security
vulnerabilities exclusively at this level, and none in the
rest of the hierarchy: data theft and privacy concerns. The
security issues for this layer differ from one application to
another. The major security problems that need to be dealt
with by the application layer are covered in this discussion.

Data Breaches: A lot of sensitive data is involved in ap-
plications for the Internet of Things. The applications
of the Internet of Things is loaded with big amounts
of data, which makes them much more vulnerable to
attack than at rest. Users will be reluctant to register
their data on Internet of Things applications when
they are exposed to the risk of a data theft attack.
Encryption, data isolation, user authentication, privacy
management, and so on are some of the strategies and
protocols used to protect Internet of Things applica-
tions from data theft.

Access Control Attacks: Access to data and accounts will
only be authorized using a system known as access
control, for authorized individuals or processes. IoT
applications are particularly vulnerable to access con-
trol threats once that access has been compromised.

Illegal Interruption Attacks: In extant literature, these at-
tacks are sometimes known as service interruption
attacks. These attacks have occurred on a many oc-
casions in the Internet of Things applications. These
attacks have prevented lawful users from accessing
the services of IoT applications because they create
a network or server whose congestion is artificial.

Malicious Code Injection Attacks: If the system is ex-
posed to malicious scripts and misdirection as a result
of poor code checks, this may be the first access point
chosen by hackers. Attackers usually inject malicious
script using XSS Cross Site scripting into a reputable
Web site. If a XSS attack is successfully performed,

the IoT account can be compromised and the Internet
of Things systems may fail to function.

Sniffing Attacks: Attackers will be able to monitor net-
work traffic from the Internet of Things applications
via the sniffer application. If the attacker can access
personal user data because of an insufficient security
measure, it may not be prevented. [37].

Reprogram Attacks: If the programming process is not
secured, attackers could try remotely reprogramming
Internet of Things devices. This could result in the
IoT network being hijacked [38].

Insecure firmware: Various IoT vulnerabilities, such as
those brought on by unsafe software or firmware, are
listed in [39]. Carefully testing the code that uses
languages like XML, JSON, XSS, and SQLi are neces-
sary. Similar to this, it’s important to update software
and firmware securely.

Secure Middleware: To deliver services between the dif-
ferent players of the Internet of Things paradigm, our
Internet of Things middleware must have sufficient
security. Several Middleware interfaces and environ-
ments must be used to provide safe communication
[40], [41].

3. BLOCKCHAIN

Blockchain was presented in 2008 and executed in
2009 also called a Distributed Ledger (Nakamoto, 2008)
[42]. Blockchain technology is a secure technique for
authenticating, verifying, and authorizing data generated
as well as a storage system providing decentralized big
registers [43]. Four main ideas form the foundation of
Blockchain technology: A peer-to-peer network (i) gets rid
of the central Trusted Third Party, suggesting that each
node in the network has equal access rights. A set of private
and public keys may be used to communicate among the
nodes in this network. The public key is the address for the
network, and transactions are signed using a personal key.
(i1) Open and distributed ledger: This ledger functions as
a book of accounts, compiling all network transactions in
reverse chronological order. The fact that each node has a
copy of this data structure means that it is not a centralized
entity. The ledger is available to everyone and is public.
The location of the asset and the amount that each user has
in their account are both visible to everyone on the network.

In addition, every node on the network is capable of
determining if a transaction is genuine or not. (iii) In
situations like this, in which each node contains its own
copy of a single logbook, it is essential that the log files
be synchronized between nodes. To achieve that objective,
three main steps must be taken: (a) broadcasting new
transactions to the network on an open basis; (b) verifying
them, and (c) adding those validated transactions to the
ledger. (iv) Mining: After a block has been validated, a
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miner will append transaction information to it. Blocks are
safeguarded by Blockchain miners and joined together to
build chains in the ledgers.

As defined in Figure 3, The Merkle root, the hash of
all transactions that are held in a block, header, preceding
block’s hash, and additional transactions are part of each
block. A transaction between network members that is
organized into blocks is how the Blockchain process is
defined. Cryptographic methods that rely on the rules, also
known as the consensus process, are used to validate the
block and save it on the network by a child. This method
is known as proof-of-work” (POW) in the Blockchain for
Bitcoin and “’proof-of-stake” (POS) in the Blockchain for
Ethereum. If the block is accepted, it is time-stamped, added
to the Blockchain, and then validated. Following that, the
receiver and the entire network can see the transaction [43].

The first block called “genesis”, in the chain and has
no parents and is shared by all clients in a Blockchain
network, is an exception to this rule. A chain of blocks, or
the Blockchain, shall be formed by building a connection
between them. To determine the current Network wide
Status for Data Exchange, any node that has access to this
Ordered List of Blocks can read it.

A. Blockchain Potentials
Different Blockchain characteristics can be leveraged
for solutions to privacy and security issues of IoT, as

follows [43]:

1) Basic Security Requirements

Integrity can be defined as no tampering with data is
done without permission. Blockchain provides cryp-
tographic mechanisms to ensure integrity.

Availability can be defined as data available as per need.
Blockchain ensures this by making various copies
distributed over the network.

Privacy can be defined as authorized access is granted.
Blockchain provides this by anonymization by hiding
user identities.

Authentication can be defined as certifying the user to
access. Private keys are used for this purpose in
Blockchain.

Non repudiation can be defined as no user can deny the
information sent or received. History of all transactions
are stored in Blockchain to support this feature.

2) Shared / Distributed ledger

It is a feature where all processed transactions or data
are stored in a decentralized way with a copy to every node
in the network. This leads to a solution for a single point
of failure and all participants have equal rights.

3) Smart Contracts

They are automated programs that execute when certain
conditions are met. This helps reduce audit costs, execution,
arbitration, and fraud.

4) Trust

Without the aid of third parties, Blockchain fosters trust
among previously untrustworthy parties. Users are no longer
obliged to have confidence in centralized organizations to
manage their data streams. As a result, harmful third-party
organizations are unable to gather consumers’ personal
information.

5) Immutability

The record of transactions is processed or calculated by
cryptographic hash and stored in the block. Due to such
process, such records will be permanently immutable as it
is verified and validated by different miner nodes. As each
block is logically linked to each other in the Blockchain,
change in any block requires a change in all subsequent
blocks which is practically not possible.

6) Anonymity

When any transaction occurs then the address and
transaction details are recorded in encrypted hash form by
the miner node in the Blockchain. Hence, there is no link
between transactions and user identity.
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7) Consensus

It is a reliable basic trust mechanism. It denotes a
widespread understanding of a group’s existence. It enables
you to decide for yourself without consulting a third party
or reliable authority. Examples are PoW PBFT, and PoS
(Proof of Stake).

B. IoT Security Solutions through Blockchain

Blockchain Technology, which is aimed at a major role
in managing, controlling, and most importantly protecting
IoT devices have been identified as important attention seek-
ing technology by industry and the scientific community.
This section explains the key role of Blockchain as a crucial
technology that could allow us to offer an effective solution
for today’s complicated security concerns with IoT. This
Section will review regarding different security threats of
IoT with its different possible solutions through various
intrinsic Blockchain features that can be helpful to IoT and
particularly security of IoT.

The use of Blockchain in IoT applications has various
benefits. Table II provides a summary of some specific IoT
security concerns and suggests various Blockchain-based
potential solutions. IoT applications confront several secu-
rity challenges, which were already covered in Section II.
In this section, we will discuss the key advantages of using
Blockchain Technology in Internet of Things applications.

The Table I summarizes the specific security problems
in the Internet of Things, as well as potential solutions
through Blockchain. In Section II, it has already covered
different security issues for applications connected with
the Internet of Things. Below is a summary of the main
advantages to be gained from including Blockchain in
Internet of Things applications.

Blockchain stores data processed by IoT devices:
Applications for the Internet of Things (IoT) use a
wide range of interconnected devices. Other gadgets are
connected to and in control of these devices as well. This
setup also provides additional cloud connections that make
it possible to use Internet of Things applications from
anywhere. Because of this large amount of data storage
space, it is possible to store and protect against its abuse
via the use of Blockchain. No matter what layer of an
Internet of Things application is used, Blockchain can be
the right solution to store and transport data.

Blockchain’s distributed architecture enables secure
data storage: In view of the decentralized nature of a
Blockchain, it can minimize the possibility that there’ll be
a single failure point which is an issue for numerous cloud
borne IoT applications. The storage of data produced by
devices on the Blockchain is easy and safe, even if they
are miles apart [55].

Encrypting data with a hash key that is validated by
miners: In Blockchain, the 256-bit hash key for the data
can be kept. The hash key is associated with the original
data, and the actual data will be kept in the cloud. The
data’s hash will change if the data changes in any way.
The information is now private and protected. The size of
the data would not effect on the size of the Blockchain
because each hash value is stored in a chain. The data can
be accessed from the cloud using a hash of the data, which
is used to identify interested parties and those who have
been authorized to access that data. The use of Blockchain
as a solution would reduce the risk that devices will store
incorrect information since every set of data is adequately
verified by different miners of the BC network.

Protection against spoofing and data loss attacks:
To fake attacks against IoT applications, a new adversary
node has joined the network and is now behaving as if it
belongs to the original network. In the use of a spoofing
attack, an adversary may be able to quickly fetch, observe
or inject data into the network. In the face of such threats,
Blockchain is an effective defense. On the Blockchain,
each valid user or device is registered, and devices can
quickly authenticate and identify one another without the
use of certification bodies or central brokers (Dickson,
2016).I0T devices carry a risk of data loss due to their
low power nature. There may be situations where both the
sender and the recipient lose the data as a result of certain
external environmental problems. Utilizing Blockchain can
prevent these losses because there is no way to remove a
block once it has been added to the chain [56].

Blockchain to stop unauthorized access: There is
a frequent connection between different nodes in many
IoT applications. Only the party or node that is intended
to receive this information can be accessed because of
Blockchain’s usage of publicly and privately issued keys
for communication. The encryption of data is done with
keys, meaning that the content will not be comprehensible
to someone who cannot see it. The purpose of Blockchain
data format is therefore to address the various security
challenges encountered by apps that deal with IoT.

Blockchain architecture based on a proxy for
resource constraint devices: Resource constraints pose
a special challenge for the Internet of Things, despite
the variety of security features that Blockchain offers in
an interoperable environment. [oT devices are unable to
store huge ledgers due to their severe resource limitations.
Blockchain usage in IoT made easier by numerous efforts.
One of the possible approaches for enabling IoT devices
to use Blockchain is proxy-based architecture. To save
the resources in an encrypted format, proxy servers can
be installed on the network. With the help of the proxy
servers, the client may download the encrypted data [57].
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TABLE II. Blockchain solutions for IoT issues.

IoT Challenges

Description

Solutios through Blockchain

IoT Device Privacy

IoT devices have the potential to leak
users’ personal information.

To resolve this issue permissioned Blockchain
can be used [44]-[46].

The data that is produced by the
Internet of Things devices can be

Blockchain helps to lock devices without

for retrieving the information or data.

Data Usage misused in an inappropriate manner authentication and if any modification is done
putting them at greater risk. then the system will reject it [47], [48].
Many devices of ToT are vulnerable DeV1c':es W%H be validated by Blockchain and
. . . . data is varified cryptographically to make sure
Imperfect to a single failure point which affects "
. . that originator has send the data to all nodes for
architecture the network and whole device both

availability when single point of failure is there
[49].

Cost and Traffic

Handling the exponential growth in
IoT devices.

Devices can directly connect and communicate
with the peers through decentralization using
Blockchain rather than centralization [50]-[52].

Heavy loaded cloud
services and its
inefficiency

Cloud services are not available due
to power failure, various attack, bugs
in software and other such problems.

Different nodes will update the records holding
the same data due to which there is no single
failure point as well as improved service

efficiency [53], [54].

Removing centralized cloud servers: Because
Blockchain ultimately gets rid of centralized cloud servers
and converts them into a peer-to-peer network, it can
improve IoT security. Data thieves focus primarily on
centralized cloud servers. The encrypted data can be shared
among each network node using.

IDoT (Identity of Things) and Governance : IoT
(IAM) Identity and Access Management needs to handle a
variety of complex difficulties in a quick, safe, and reliable
way. The IoT device’s identity and ownership is one of
the main problems. Throughout its lifetime, a device’s
owner(s) can include the retailer, consumer, manufacturer,
and supplier [58], [59]. The consumer’s ownership of the
device can be revoked or modified when an IoT device
are compromised, sold again, or decommissioned. Another
difficulty in managing IoT devices are their relationships
and attribute management. Deployment GPS coordinates,
Manufacturer, kind, make, serial number, location, etc.
are some examples of a device’s attributes. IoT devices
have various connections like IoT devices to humans,
IoT devices to 10T devices, and IoT devices to service
interactions are examples of IoT relationships. An IoT
device connection can include actions like deployment,
use, shipping, sale, upgrade, repair, and sale.

This potential for swift, secure and effective solutions to
these problems are offered by Blockchain technology. The
use of Blockchain to provide authenticated registration of
identity, track ownership and monitor asset is widespread.

In order to allow for trust transactions and protect their
integrity in a distributed environment methods such as
TrustChain [60] are suggested. There’s no exception with
the IoT hardware. The Blockchain protocol can be used to
authenticate and identify interconnected IoT devices using
a set of characteristics and complex relationships that may
be stored and retrieved in the Blockchain’s distribution
ledger.

Communicate Securely: Communication technologies
for IoT applications like MQTT, HTTP, XMPP, or
CoAP, also, protocols for routing like 6LoWPAN and
RPL, are not by design security [61].To ensure secure
communications, messages and applications should be
embedded in other security protocols such as DTLS or
TLS. Similar to how IPSec is frequently used to secure
routing, 6LoWPAN and RPL protocols. IPSec, TLS, DTLS,
and protocols of lightweight TinyTLS are labor-intensive
and computationally complicated, memory needs, etc.,
which causes issues with centralized key management and
distribution utilizing the PKI protocol. Key distribution and
management are completely eliminated by Blockchain.A
unique pair of GUID and asymmetric keys would be
provided for each IoT device when it is installed and
connected to the Blockchain network. This will also
make it much easier to implement additional protocols
for security, e.g. DTLS. Since DTLS, TLS, and IKE
(or IPSec’s IKE) does not require the handling and PKI
certificates exchanged during the phase of a handshake,
will be easier to invent lightweight security protocols that
meet the needs of IoT devices’ compute and memory
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resources.

C. Challenges of Blockchain for IoT security issues.
This section discusses the Research gaps or challenges
in deploying Blockchain for IoT security issues [62].

Scalability: It is crucial to examine current Blockchain
technologies and schematize new ones for scalable IoT
systems.

Lightweight architectures and schemes: For IoT sys-
tems, lightweight Blockchain-dependent architectures
must be redesigned and improved to reduce the over-
head of Blockchain. It is however necessary to certify
that the security and privacy levels are as high as those
of standard BC.

Processing Capability: Different IoT structures exist that
have a wider potency range. In experimental frame-
works, it might not be possible for all IoT nodes to
conduct encryption. Alternative methods for the use of
encryption with a group of IoT nodes or techniques
that place minimal pressure on connected devices will
therefore have to be available.

Storage: As there is no centralized controller in
Blockchain, it’s well suited for decentralized Internet
of Things systems. However, it is still necessary
to save the ledger which grows over time in every
Internet of Things node. There may not be a great
deal of data stored on the Internet of Things nodes.

Optimized design: A schematized IoT system must take
BC-dependent privacy and security into account as an
essential component. This may lead to an optimal sys-
tematization where computing, connectivity, privacy,
coordination and security would be equally taken into
account.

Lawsuit: Different countries and regions have different
privacy and security laws. This feature is considered
to be an important concern for the effective use of
Blockchain technology in the Internet of Things sys-
tems. Before producers can provide privacy or security
solutions, the typical case has to be used [63].

D. Related Work

Table III shows a summary of existing work regarding
the secure Blockchain - IoT integration by addressing as
well as achieving the security challenges. Different use
cases with various proposed mechanisms for the incor-
poration of Blockchain in IoT has been listed out by
achieving a certain level of security or privacy. In most
of the paper certain security attacks has been simulated
to test their proposed work. Different characteristics as
well as limitations have been compiled that can lead to
a number of possibilities to work further for mitigating the

numerous security issues in [oT systems by integrating with
Blockchain.

To investigate security issues related to the operation of
an energy trading system, Aitzhan et al. [64] introduced the
token-based Blockchain mechanism called PriWatt in the
smart grid. Network-related attacks have been discussed, but
the proposed solution has a single failure point, is expensive,
and does not take privacy into account. The Blockchain-
based PKI used by Axon et al. [65] has been used to
manage the keys for secure device communication. Man
in the Middle has been taken into consideration. But there
are delays and storage problems in the proposed work. A
particular level of privacy is not also being met.

In Blockchain gateway, according to Cha et al. [66],
deals with various IoT devices on behalf of the user for
communication by accepting and maintaining privacy poli-
cies. This method has problems with storage and scalability
and achieves a coarse-grained level of decentralization.
Dorri et al. [67] come up with Blockchain based IoT archi-
tecture handling most of the privacy and security threats in
resource constrained IoT devices with constant performance
overhead. Here No Proof of Work (PoW) is present and
Qualitative overhead analysis is measured as a number of
network clusters instead of network nodes. Vulnerability to
the 51% attack, denial of service attacks, and modification
attacks is not reduced. For previous Lightweight framework
needs to be introduced for better mechanisms.

A lightweight BC framework for smart homes has been
demonstrated by simulation in Dorri et al. [68], with the
necessary security and privacy goals. in this work defense
against Denial of service and linking attacks is also pro-
vided. But the performance overhead is there along with
no privacy preservation. ChainAnchor, a Blockchain based
architecture created by Hardjono et al. [69], stores transac-
tions with data on device commissioning while maintaining
privacy. IoT devices used are not designed with complete
anonymity. By using smart contracts and policies, Lombardi
et al. [70] develop an automated Blockchan-based system
that conducts grid auctions. By reducing transaction costs,
the method raises the degree of dependability, security, and
accessibility. Here The method is not implemented or tested.
Also, the problems with fraud and privacy are not men-
tioned. Scalability, economic impact, and technical viability
have not been tested. Neha™1 et al. [71] utilize Blockchain in
a smart grid for peer to peer exchange of electricity along
with optimizing transport. Energy consumption and privacy
issues are not focused.

The FairAccess framework was created by Ouaddah et
al. [72] to manage access control using a token-based sys-
tem in constrained IoT devices. The main issue here is that
only token-based authentication is used and to generate a
token when it expires, two blocks must be mined. Shafagh et
al. [73] created a Blockchain-based storage system to house
and protect IoT data under the control and ownership of the

https://journal.uob.edu.bh/


https://journal.uob.edu.bh/

%
AR
>
= -
ieﬂJ-‘J
& >

o

Baas
382 1”’%%} Nishant Sanghani, et al. : A Survey on Leveraging Blockchain for IoT Security

end user. The use of centralized key management results in
persistent performance overhead as well as atomicity and
robustness problems. The Enigma framework, developed
by Zyskind et al. [74], uses distributed hash tables (DTH)
for data storage, but it has a single failure point. Tsai et
al. [75] proposed framework for an update of firmware
using MQTT protocol and smart contract. Denial of Service
(DOS) Attack is addressed but it is not simulated. In Refai
et al. [76] manufacturers can manage updates of firmware
for IoT devices using a Blockchain based security update
system. 51% attacks and Denial of Service(DOS) attacks are
simulated but firmware confidentiality is not attained. Lee et
al. [77] It has been demonstrated how to update embedded
IoT devices’ firmware securely using a Blockchain. Attacks
involving physical access and firmware modification have
been addressed. Only supports a particular class of IoT
devices, and it cannot defend from Firmware modification
attack and Impersonation attack. The firmware over the
Blockchain (FOTB) framework was created by Yohan et al.
[78] for IoT firmware updates using Blockchain, taking into
account modified firmware attacks, imitation attacks, MITM
attacks, and replay attacks. However, in this case, the gate-
way simply forwards the update without verifying it. He et
al. [79] introduce an Over The Air (OTA) Blockchain-based
firmware update that addresses MITM and Denial of service
attacks, but a wide range of IoT devices must be taken
into consideration for testing. To connect identities to public
keys, Pinto et al. [80] introduced a Public Key Infrastructure
based on Blockchain connected with Keybase platform.
Here, experiments on actual devices are not carried out.
According to Singla et al. [81] proposal, there are several
ways to manage certificates using Blockchain technology,
while a Denial of services attack has been demonstrated
but needs to extend the access control policies for IoT
devices. In order to address DoS attack, Huh et al. [82]
proposed Ethereum Blockchain based approach to manage
devices in IoT. Here time taken for the process is higher
and more storage is required. To manage and monitor IoT
devices, Kostal et al. [83] developed a private blockchain-
based approach. This approach can replace traditional PKI
and improve monitoring capabilities. Javaid et al. [84], has
proposed a trust model that uses the Proof of Authority
(PoA) algorithm to check and add the information data in
the block after recording the transactions data made by IoT
nodes into the Blockchain.

Abbassi et al. [85] identifies a new secure distributed
IoT architecture built on Software Defined Network (SDN)
that uses Blockchain to address both current and foreseeable
problems and satisfy the latest service requirements. The
Blockchain SDN-IoT model’s main goal was to create and
deploy defenses, such as those for threat prevention, data
protection, and access control, as well as to diminish net-
work assaults like ARP spoofing, DoS attacks, and discover
security issues. Tsengi et al. [86] provide a method that
allocates a time restriction for each data processing and ac-
quisition step; in this case, the evaluation of time is used to
determine how to derive the Blockchain’s data. Blockchain

mostly improves scalability, reliability, and privacy in IoT
addressing. The role and significance of Blockchain enabled
technology in the IIOT environment has been highlighted
by Yu et al. [87], the traceability, recoverability, and impact
of IloT-enabled industrial transactions on manufacturing for
smart factories. A lightweight model of multi chaincode
based on Blockchain technology is proposed to address
issues related to Central supervisory authority governance
that results in lack of privacy and insufficient scale, and
single failure point Abdi et al. [88]. By including self
executable smart contracts, this paradigm does away with
Trusting Third Parties (TTP). The authors discussed how the
suggested approach offers availability, integrity, and secrecy
through a security study. An approach for decentralization
and authentication of IoT device gateway has been proposed
by Sarac et al. [89] where a basic interface is provided
using Blockchain. IP mapping of network nodes is also
provided and home server nodes collect all the data and
do the monitoring of the devices with help of encrypted
data securely forwarded by home routers.

A system of cross domain access controls providing
safety and reliability is presented in the work of Rizzardi
et al. [90]. The distributed access control shall be achieved
using Blockchain and Networked Smart object middleware
for managing the IoT data.NOS uses Message Queuing
Telemetry Transport(MQTT) protocol for exchanging the
information in IoT system. Zero knowledge proof approach
along with the smart contract is proposed by Feng et al. [91]
to share the data between data owners, cloud servers and
cloud service providers. The proxy re-encryption method is
used as a secure data sharing model to authorize all entities.
To remotely monitor and warn farmers in real time, a Smart
agriculture prototype is designed using cloud computing and
Blockchain technology.

Chaganti et al. [92] addressed application using
Ethereum Blockchain is built to store harmful data to stop
attacks in the future. For evaluation of the assets and their
provenance in IoT ecosystem, Vekantraman et al. [93] come
up with secure ID management system based on Blockchain
to handle the privacy and security issues in the IoT. For large
enterprises, it is possible to further investigate the proposed
prototype about extendability and adaptability as a huge
amount of data has to be managed and monitored by storing
it in the Blockchain. Another smart and distributed identity
management system was proposed by Yin et al. [94] named
SmartDID where the issues like deficiency of systematic
proof system, resource limitation, security & privacy in IoT
system are addressed. The authors have given the following
thought: In order to hide data relating to privacy, a pair of
credentials is created using cryptographic credentials and
plain text. Furthermore, in order to ensure cryptographically
secured credentials, the zero knowledge system is applied
as a verification mechanism and commitment schemes are
used for encryption. There’s the possibility of Sybil attacks,
and these methods won’t be able to hide a link between
attributes. There is, however, a Sybil threat and these meth-
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TABLE III. Related Work

Papers SecuﬁgdehalLenges Characteristics Attacks Addressed Limitations
resse
Confidentialit In decentralized Smart Grids, Single failure point.

. ey, the trading security issues High cost and privacy breach [95].
Aitzhan et al. Nonrepudiation, a h h Network Related imulati £ e K
[64] Authentication / ID will be addressed t rough a attacks Simulation of some known networl

Management system of Token BC built on related attacks has been done out of
& PriWatt. identified attacks.
Confidentiality, Blockchain based PKI is used

Axon et al. [65]

Nonrepudiation,

to store and manage keys for Man in the middle

Latency and storage issues [96].

Authentication / ID secure communication bet attack Lacks in certain level of privacy [97].
Management devices.
BC gateway deals with
- different IoT devices on Scalability and storage issue.
Confidentiality, .
s behalf of user for Through this method, a lesser degree of
Cha et al. [66] Authentication / ID L . — L .
communication by accepting decentralisation is attained than through
Management

and preserving privacy
policies.

the previous one.

Dorri et al. [67]

Confidentiality, Integrity,
availability,
Authorization, User
Control

Blockchain based IoT

architecture handling most of (DOS) Attack,
privacy and security threats in | modification attack,
dropping attack
mining attack

resource constrained IoT
device with constant
performance overhead.

No PoW is present and Qualitative
overhead analysis is measured in terms
of number network clusters instead of
network nodes.

Vulnerable to DOS attacks.

The 51 attack and Modification attacks
is not reduced.

Lightweight framework needs to
introduce.

Dorri et al. [68]

Confidentiality, Integrity,
availability,
Authorization, User
Control

Lightweight BC framework
for smart home has been

demonstrated by simulation
with necessary security and attack
privacy goals.

Denial of Service
(DOS) attack, linking

Performance Overhead is there.
Privacy is not preserved.

Hardjono et al.
[69]

Confidentiality,
Authentication / ID
Management

In a privacy preserving
manner, the ChainAnchor
architecture stores transactions | —
in connection with
commissioning the device.

In many use cases of the Internet of

Things where identification is required,
the participating devices are completely
anonymous and unable to be used [98].

Lombardi et al.
[70]

Confidentiality, Integrity,
availability

Automated Blockchain based
system that make use of rules,
auctions, and smart contracts
in a grid. The system lowers —
transaction costs while
enhancing security,
availability, and dependability.

No realization or testing is done.
Privacy issues and fraudulent activity is
not addressed.

No assessments were ever made of
scalability, technical feasibility and
economic impact depending on actual
data. [99].

Nehai et al. [71]

Confidentiality,
Non-repudiation

Connect Blockchain and
SmartGrid. The authors used
Blockchain to help electricity —
trading while also enhancing
its delivery.

Energy consumptions needs to be
considered.
Privacy issues is not addressed.
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TABLE III. Related Work

Papers

Security Challenges
Addressed

Characteristics

Attacks Addressed

Limitations

Ouaddah et al.
[72]

Confidentiality, Integrity,
Authentication / ID
Management, Access
control

FairAccess framework that is
developed to manage
token-based access control on
constrained IoT devices.

Token generation every time token
expires.For new token 2 blocks is to be
mined.

Only token-based authentication.

There is no recommendation for how to
enable the use of relationships when
providing access [100].

Shafagh et al.
(73]

Confidentiality, Integrity,
Authentication / ID
Management

Blockchain based storage
solution with safe end-user
ownership of data and to
guarantee control over their
data for IoT data storage.

Sybil attack

The performance overhead storage
persists.

Relying on centralized key management
or storage systems due to which it
suffers from comparable issues with
respect to atomicity and robustness
against malicious service providers [96].

Wilkinson et al.
Storj [101]

Confidentiality, Integrity,
availability

Users can rent out their
computer’s unused hard drive
space using the StorJ
peer-to-peer protocol, which
offers secure, private, and
encrypted cloud storage.

Spartacus attack, or
identity hijacking,
Sybil attack, eclipse
attack, hostage byte
attack, Cheating
Owner, Faithless
Farmer, Defeated
Audit attacks

Problem of bloating remains [102].

Confidentiality, Integrity,

Enigma framework to develop

Zyskind et al. availability, data storage system using . . .

Enigma [74] Authentication / ID Distributed Hash Table (DHT) | — Single point of failure [103].
Management data structure.

Vucinc et al. Conﬁder_ma!lty, OSCAR is an IoT end-to-end Replay _attack, Denial Security aspects has not been
Authentication / ID . . of Service (DOS) .

[104] security architecture. considered.
Management attack

Mettler [105]

Confidentiality, Integrity,
availability,
Authentication / ID
Management,
Non-Repudiation

Review of the effect of
Blockchain technology on the
Public Health Administration,
Pharmaceutical Industry, User
Based Medical research, and
Drug Fraud.

No practical implementation is there
only different use cases has been
discussed.

Tsai et al. [75]

Confidentiality, Integrity

Framework for managing
updates of firmware using
smart contracts and the
MQTT protocol

Denial of Service
(DOS) attack

Attack is not simulated.

Refai et al. [76]

Integrity, availability

Firmware management for
ToT devices using a
Blockchain based security
update mechanism for
manufacturers.

DOS attack, 51
attack

Confidentiality of firmware is not
protected.

Lee et al. [77]

Confidentiality, Integrity,
Availability

Firmware updates for
embedded devices in an IoT
are done using Blockchain.

Physical access
attack, firmware
modification attack

Support a specific IoT devices.
Cannot protect from Firmware
modification attack and Impersonation
attack.

Security is not verified formally.

Pillai et al. [106]

Confidentiality, Integrity,
Availability

PUSH based method and
Hash Chain is used for
firmware update in IoT
devices.

Denial of Service
(DOS) attack

Experiments on real device need to be
conducted.
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TABLE III. Related Work

Papers

Security Challenges
Addressed

Characteristics

Attacks Addressed

Limitations

Boudguiga et al.
[107]

Confidentiality, Integrity,
Availability

MultiChain used for firmware
update in IoT devices.

DOS attack

Verification of update not available.

Yohan et al. [78]

Integrity, Availability

FOTB framework is design
for firmware update in IoT
devices.

Impersonation attack,
Firmware
modification attack,
replay attack and
MITM attack

The gateway forwards updates to IoT
devices without verification.

He et al. [79]

Integrity, Authentication

OTA Blockchain based
firmware update using hyper
ledger fabric.

MITM attack, DOS
Attack

Needs incorporate diverse variety of IoT
devices.

Pinto et al. [80]

Confidentiality,
Authentication / ID
Management

Identity and public key
associations are made using a
Blockchain based PKI
connected to the Keybase
platform.

Experiments on real device need to be
conducted.

Pavithran et al.
[108]

Authentication / ID
Management

Framework for managing IoT
device public keys using
Blockchain.

MITM attack,
Phishing attack

Confidentiality of data is not considered.

Singla et al. [81]

Integrity, Authentication /
ID Management

For certificate administration,
a Blockchain based Ethereum
remote node, Emercoin and
sync light node technique is
utilized.

Denial of Service
(DOS) Attack

Needs to extend access control policies
for IoT devices.

Gong et al. [109]

Confidentiality,
Authentication, Integrity,
Availability

Blockchain based device
management for IoT network
in smart city.

Denial of Service
(DOS) Attack,
malicious node
injection, firmware
forgery, Vendor
Impersonation

Need to extend reliable services as well
as to carry out experimentation.

Time taken is more and needs to be

Huh et al. [82] Confidentiality, Ethereum Blockchain is used Denial of Service improved
' Authentication to manage IoT devices. (DOS) Attack p L .
Storage issues is there.
Confidentiality, Managing and monitoring of Blockchain PKI can b integrated in

Kostal et al. [83]

Authentication, Integrity

IoT devices is being done by
private Blokchain.

place of traditional PKI.
Improvement in monitoring capabilities.

Javaid et al. [84]

Confidentiality,
Authentication, Integrity

A Blockchain based model of
trust that stores the data
transactions made by IoT
nodes on a decentralized
ledger is proposed for the
Internet of Things.

Sink Hole

Does not support the auditing
mechanism.

Abbassi et al.
[85]

Confidentiality,
Authentication, Integrity

Authentication, integrity,
confidentiality, and the
Blockchain The primary
purpose of the SDN-IoT
model was to develop and
install defences, including
those for threat prevention,
data protection and access
control.

Denial of Service
(DoS) attacks, cache
poisoning / ARP
spoofing

Security attacks are not demonstrated.
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TABLE III. Related Work

Tsengi et al. [86]

Authentication, Integrity

(BBP) to act as a database for
10T

Papers Security Challenges Characteristics Attacks Addressed Limitations
Addressed
Proposes the use of the
Confidentiality, Bitcoin Backbone Protocol No implemenetation on real time IoT

applications.

Yu et al. [87]

Confidentiality,
Authentication, access
control

A scheme of increased
security access in IIoT, which
allow authentication and
traceability has been
suggested as part of smart
factories.

collusion attack

performance overhead is not mentioned.
Storage issue can occur in further run.

Abdi et al. [88]

Confidentiality,
Availability, Integrity,
Access Control

A auto enforcement policy
system with on chain policy
management is developed to
eliminate the need of Trusted
Third Party(TTP) by multiple
chaincode based access
control.

Denial of service and
Distributed denial of
service attack

Network congestion and Latency are not
managed properly.

Sarac et al. [89]

Confidentiality,
Availability, Access
Control

Basic interface for the
security gateway architecture
using Blockchain to provide
authentication and
decentralization offering IoT
infrastructure with versatility
and anonymity.

Man in the Middle
attack

Approach is of no use if database get
corrupted.

Performance decreases because of
increase in the number of IoT device.

Rizzardi et al.
[90]

Confidentiality,
Availability, Integrity,
Access Control

Distributed and cross domain
access control is achieved
with combined help of
Networked Smart object
middleware and Blockchain.

Denial of service and
Majority 51% Attack

Testing with different types of
Blockchain is not done to analyze
performance.

Feng et al. [91]

Confidentiality,
Availability, Integrity

A privacy protection approach
depended on zero knowledge
proof and smart contract is
introduced for effective data
usage.

Indistinguishability-
chosen plaintext
attack

Implementation and evaluation of
proposed work is not done.

Proposed work is depended on Trusted
Third Party.

Chaganti et al.
(92]

Confidentiality, Integrity,
Access control

A smart farm security
framework is proposed using
Blockchain to prevent the
future attacks by storing the
malicious information.

Physical security
attack, Data
manipulation attack
and Denial of service
attack

Implementation IoT gateway is missing.

Venkatraman et
al. [93]

Confidentiality, Integrity,
Availability

Prototype of ID management
system based on Blockchain
is introduced to address
privacy and security in IoT.

Large scale operation cannot be handled.

Yin et al. [94]

Confidentiality, Integrity,
Availability, Access
Control

SmartDID, a distributed
Identity management system
based on Blockchain’s smart
contract is proposed to
address resource limitation
and lack of proper proofing
system in IoT.

Sybil Attack

Proposed system leads to
communication overhead leading to
increasing latency and limited reliability.
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ods are incapable of hiding attribute linkage. Therefore, a decentralized
system in which several pseudonyms are used In order to tackle these
issues, userIDs and one separate masterID are created and provided.
Here Practical Byzantine Fault Tolerance (PBFT) consensus creates the
communication overhead resulting in increase in latency and obstructing
network transmission.

4. DiIscussION

For the sake of clarity for readers, it is necessary to provide you with a
comprehensive understanding of the difficulties associated with integrating
Blockchain and the Internet of Things, this paper surveyed the pertinent
literature which is shown in Table III, security analysis for IoT systems has
been done on various addressed security challenges such as Confidentiality,
Authentication, Integrity, Availability, Identification Management, and Non
Repudiation.

To resolve security issues in IoT different approaches are being
proposed using the Blockchain but they are having some limitations such
as single point of failure, communication as well as connection overhead,
storage and performance overhead, latency issues, privacy preservation,
storage issues and energy consumption. In place of Trusted Third Party or
Interplanetary file systems for key management, Blockchain can be used
as a core the component to store and manage keys of IoT devices with help
of smart contract which can resolve a single point of failure. Also Strong
authentication mechanism can be introduced using the Blockchain to pre-
vent the IoT devices from being compromised as well as to stop malicious
activities for better and more secure communication. Lightweight protocols
and cryptographic techniques can be used in Blockchain to reduce the
overhead and increase the performance in IoT systems.

An analysis of linked literature revealed that Depending on the desired
results, use cases and technical challenges, there could be a number of
different forms and methods for integrating Blockchain in the Internet of
Things.Also, a variety of strategies that are highlighted in Table III to
alleviate some of these problems were suggested by the research that
was reviewed. In contrast to some who focused on a comprehensive
architecture perspective that is needed for integration, others sought to
minimize the challenges associated with them. As a result, an effective
design that takes into account integration process challenges including IoT
device constraints, privacy and security is becoming increasingly necessary.
Blockchain is in an evolving stage which has its challenges. Therefore,
while adapting the Blockchain for IoT these things should be taken into
account.

5. Future RESEARCH DIRECTIONS

Some points needs to be considered especially for the Blockchain
whenever implementing it for IoT security which are mentioned in section
3. Some future research directions [110] have been listed in this field.

e How to use Blockchain to effectively identify various potential IoT
threat vectors and to help take automated action plans against IoT
threat vectors, while minimizing human interference?

e How can Blockchain be used to share and distribute publicly
available IoT data sets that are important to IoT security research?

e How can Blockchain be used for detection and self-healing methods
of corrupted firmware in the IoT environment?

e Design optimized platforms based on Blockchain and Blockchain to
reduce energy consumption and provide more powerful and efficient
services.

e How to use Blockchain and anti-forensic technology to prevent
attackers from misusing the security functions of IoT devices to
evade forensic investigations?

e How does the Blockchain guarantee the privacy and security of data
generated and stored on publicly accessible IoT devices, especially
when the IoT devices are controlled by adversaries?

e How can the Blockchain help to reduce the possibility that hardware
and software for Internet of Things devices could be broken or
corrupted if it is physically available?

e How to implement the most cost-effective and energy-efficient
Blockchain based security solution in a strictly resource-constrained
environment?

6. CoNcLUsION

TIoT gadgets of today lack security and defense mechanisms. This
is mostly because of the limited resources in IoT, the inadequacy of
developed standards, and the lack of secure developing and deploying
hardware and software. Efforts to establish a coherent global strategy for
the protection of layers of information technology are also impeded by
the heterogeneous nature and diversity of Internet of Things resources.
This paper examines and evaluates different aspects of security for
sensors, networks, support or application layers as part of the Internet of
Things. We have also covered numerous Blockchain potentials that can
address and/or reduce various security concerns or dangers present in the
IoT system. Additionally, the paper identifies and defines Open issues
and research gaps that needs to be directed by the research fraternity to
come up with reliable, efficient and scalable security solutions for IoT.
Researchers can alleviate use of Blockchain in IoT security by making
the automatic preventive and defending steps to identify or existing
potential threats in IoT. Blockchain can also be used for detecting
corrupted firmware and automatic self-healing of firmware in IoT systems
by considering reduction in energy consumption with more efficient
services. The energy efficient and cost effective security solutions based
on Blockchain for IoT can be introduced by keeping the publically
available IoT device’s data safe and secure. This are the areas where the
focus has to be done with more accurate and appropriate solutions can be
obtained using Blockchain.
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